Abstract-Wireless Embedded Internet aims for efficient connectivity for embedded devices to the internet. This requires the embedded devices to run IPv6 protocol. The 6LoWPAN was introduced to enable IPv6 internet connectivity for WPAN. Enabling IPv6 in wireless, small size, low power, low rate, limited memory and limited computation capabilities devices, with a limited frame size, is not directly applicable. The relatively huge header size of upper layers' protocols (e.g. TCP, UDP and IPv6), in addition to IEEE 802.15.4 header, will deplete the frame payload to approximately 33 bytes. Some schemes had been designed to compress the headers to provide more space for the data payload. In this paper, we present a header compression scheme for 6LoWPAN network. The scheme exploits the correlation between the first and the subsequent fragments' headers. Hence, the redundant headers that are transmitted within the first fragment will not be carried again within the second and the subsequent fragments. Second and Subsequent Fragments Headers Compression Scheme (S&SFHC) can either work as a standalone technique or be integrated with other compassion techniques. However, in this paper, we assess the standalone scheme where the scheme is not integrated with other compression scheme. The performance of the S&SFHC is evaluated based on packet delivery ratio, total charged consumed, average throughput and average delay. It achieved 20%, 6%, 26% and 6% better performance in terms of packet delivery ratio, total charged consumed, average throughput and average delay compared to LOWPAN_IPHC as increasing the size of fragmented packets.
INTRODUCTION
Although the name is not known to many people, most of the people are using the Internet of Thing (IoT) every day [1] . The Internet of things facilitates the interaction between humans and objects. It interconnects things in the world including objects, machines and people and makes the "wherever and whenever" dream becomes true [1, 2] . The IoT has the ability to interconnect readable, recognizable, addressable, and controllable objects via the Internet [3] . As the internet change the world, the IoT has the potential to do even more [4] .
In addition to various types of IP networks, IoT comprises IP-enabled embedded devices including machines, active positioning tags, sensors, radio-frequency identification (RFID), etc. The IoT will get larger in the future due to the inclusion of wireless embedded internet. Wireless embedded internet consists of embedded, resource-limited, often battery powered, low-power, low-rate and wireless devices, in addition to non-IP-enabled networks. It will form a huge subset of the IoT in the near future. The IPv6 over Low Power Wireless Personal Area Network (6LoWPAN) was launched to simplify the IPv6 functionality in order to enable the wireless embedded internet [5] . The 6LoWPAN was designed to enable the transmission of IPv6 packets over Low Power Wireless Personal Area Networks (LoWPANs). This enforces carrying IPv6 packets over IEEE 802.15.4 frame. The relatively huge header size of IPv6 packets will deplete the IEEE 802.15.4 frame payload leaving few bytes for actual data. In order to overcome this problem, several header compression schemes had been introduced to compress packet's headers. As an example, 6LoWPAN header compression scheme for Datagram Transport Layer Security (DTLS) had been proposed in [6] . This scheme reduces the additional security bits of heavyweight DTLS header. Hence, end-to-end security for IoT is achieved while conserving security bits for actual data transmission.
LOWPAN_HC1 [7] was the first IPv6 header compression scheme for 6LoWPAN. This scheme can compress only IPv6 link local addresses where source and destination addresses are stateless configured link-local addresses. This scheme cannot compress the global IPv6 addresses. LoWPAN_HC1g [8] is an extension of LoWPAN_HC1. It is designed to compress IPv6 global addresses. However, this scheme assumes that 6LoWPAN network is assigned a default, single, compressible and global address prefix. When source or destination addresses' prefixes match the default one, they can be compressed. Otherwise the global address prefix remains uncompressed.
LOWPAN_IPHC [9] can compress link-local and global unicast addresses. This specification expects that a conceptual context is shared between the node that compresses a packet and the node(s) that needs to expand it. However, how the contexts are shared and maintained and what information is contained within the context information were not determined by the scheme. The capabilities of this encoding scheme had been extended and complemented by IPsec header compression mechanism [10] . In this compression scheme, the next header compression scheme defined in [9] is used to compress both the IPsec Authentication Header (AH) and Encapsulated Security Payload (ESP).
The performance of LOWPAN_HC1 and LOWPAN_IPHC header compression schemes had been evaluated in term of throughput, energy consumption, memory usage and round trip time in [11] . However, the performance of the schemes is evaluated based on increasing payload size. This paper, in addition to compare the performance of the schemes among each other, shows the compression capabilities of each of them under different scenarios. Hence, it shows a detailed evaluation for each scheme in order to overcome their drawbacks.
The rest of this paper is organized as follows: The 6LoWPAN layer architecture and protocol stack are explained in section II. The IPv6 header compression schemes are discussed in section III. The proposed Second and Subsequent Fragments' Headers Compression scheme for IPv6 header in 6LoWPAN network (S&SFHC) is introduced in section IV. The performance of S&SFHC scheme is evaluated is section V. Finally, the paper is concluded in section VI.
II. 6LOWPAN LAYER ARCHITECTURE AND PROTOCOL STACK
Since 6LoWPAN is involving both IPv6 and IEEE 802.15.4 protocols, 6LoWPAN layer architecture is also linking TCP/IP and IEEE 802.15.4 standards. The IEEE 802.15.4 define physical and medium access control layers architecture for LoWPAN network [12, 13] . The IEEE 802.15.4 leaves the definition of upper layer functionality including application and routing to other protocols like ZigBee [14] . On the other hand, TCP/IP protocol define a layer architecture of application, transport, network (IP) and data link. The four TCP/IP layers, in addition to the physical layer, are equivalent to the seven layers of the OSI reference model. Direct interaction and integration between both layer's architectures are not possible due to the frame and packet sizes incompatibility, routing protocol selection and header size. These drawbacks can be handled either by existed layer (network or data link) or by introducing a new layer. The later choice was adopted since it does not affect the existing TCP/IP layer architecture. The new defined layer is called adaptation layer. This layer is laying between the network and MAC layer to handle the incompatibility issues between them. The 6LoWPAN layer architecture and how it had been structured from TCP/IP and IEEE 802.15.4 layers' architectures are shown in Fig. 1 . 
III. IPV6 HEADER COMPRESSION SCHEMES
Header compression is the process of minimizing the header size of a packet before the packet is being transmitted and decompressing the received header to its origin in the receiver side [15] . Many header compression schemes had been introduced. Some of these schemes were introduced to compress TCP/IP packet overhead [16] while others to compress UDP packets overhead [17] . The RObust Header Compression (ROHC) is a standard that had been introduced to compress the IP, UDP, RTP, and TCP headers of internet packets [18] .
Although header compression is needed to improve the performance in different networks, it is an urgent need in 6LoWPAN because of the relatively huge headers size that depletes the packet payload in this network. Based on the protocol stack, 6LoWPAN header compression involves the following headers compression:
• Application layer header compression • Transport layer header compression (TCP, UDP and ICMP) • Network layer header compression (IPv6 unicast and multicast, routing and other extension headers) • Adaptation layer header compression (fragmentation header, compression header and mesh routing header). In this paper, we examine the IPv6 header compression since it has the biggest size among other headers.
A. IPv6 Header Compression in LOWPAN_HC1
LOWPAN_HC1 is the first IPv6 header compression scheme for 6LoWPAN [7] . It specifies the compression format for IPv6 header. Based on the mechanism, IPv6 header fields can be compressed as shown in table I. As we can see from table 1, the header can be compressed to 10 bits. The dispatch value bit pattern for LOWPAN_HC1 needs 1 byte. Hence, IPv6 header can be compressed to 18 bits. However, this scheme can compress only IPv6 link local addresses where source and destination addresses are stateless configured link-local addresses. This scheme cannot compress the global IPv6 addresses. This means that when a global address is involved in the packet, the address remains uncompressed.
B. IPv6 Header Compression in LOWPAN_HC1g
LoWPAN_HC1g [8] is an extension of LoWPAN_HC1. It is designed to compress IPv6 global addresses. However, this scheme assumes that 6LoWPAN network is assigned a default, single and compressible global address prefix. When source or destination addresses' prefixes match the default one, it can be compressed. Otherwise, the global address prefix remains uncompressed.
C. IPv6 Header Compression in LOWPAN_IPHC
LOWPAN_IPHC expands the capabilities of LOWPAN_HC1. LOWPAN_IPHC [9] can compress link-local and global unicast addresses. In addition, LOWPAN_IPHC applies some changes to LOWPAN_HC1. Based on LOWPAN_IPHC mechanism, IPv6 header fields can be compressed as shown in table II. IV. SECOND AND SUBSEQUENT FRAGMENTS HEADERS COMPRESSION SCHEME 6LoWPAN is not only about header compression but also involves fragmentation and reassembly. When IPv6 packet is transmitted over 6LoWPAN, the packet will be predominantly fragmented. The IPv6 large packet is hard to be fitted into a single IEEE 802.15.4 frame. Hence, the intermediate node in IPv6 cannot perform fragmentation, the fragmentation is performed by the introduced adaptation layer.
In this work, we design a header compression scheme to compress 6LoWPAN packet header for fragmented IPv6 packet. The technique is used to compress the header of the second and subsequent fragments belong to the same IPv6 packet. Hence, we called this compression scheme as Second and Subsequent Fragments' Headers Compression (S&SFHC). The technique utilizes the correlation between the first and subsequent fragments' headers as shown in Fig. 2 . The correlated headers are compressed and, mainly, only the header of the first fragment will be sent. The compressed headers will be inferred from the first fragment's header at the receiver side. This scheme had been introduced to work in either one of two modes; standalone or integrated with others existed schemes. When the scheme work as a standalone, the first fragment is sent without being compressed. The second and the subsequent fragments are compressed using S&SFHC scheme. On the other hand, when the scheme incorporates with other existed schemes, the existed scheme is used to compress the header for the first fragment only. The second and the subsequent fragments are not compressed using the existed schemes that were used to compress the first fragment. Instead, those fragments (the second and the subsequent fragments) are compressed using our introduced S&SFHC scheme. However, the performance of the introduced scheme when integrated with other existed schemes is not being assessed in this paper. This integration will be addressed in our future work. Fig. 3 shows the S&SFHC in both modes, when it is used as a standalone and integrated with other schemes. The source node, before transmitting the IPv6 packet over the 6LoWPAN link, checks the size of the packet. When the packet needs to be fragmented, the node checks whether there are header compression techniques should be applied to the headers or not. If there are header compression techniques involved, the header compression techniques are applied and a compressed header will be added to the fragment. Otherwise, the original uncompressed headers will be added to the fragments. After that, the first fragment will be prepared with either compressed, uncompressed or partially compressed header, then the first fragment will be sent to the receiver.
In S&SFHC scheme, the receiver keeps the following components:
• Header Dictionary: it is a dictionary that keeps a copy of a header (compressed, uncompressed or partially compressed) that is being received in the first fragment.
• Link Unique Identifier (LUI): it is an 8-bits identifier.
This identifier is issued by the receiver after receiving the first fragment. It identifies the subsequent fragments belong to same packet of a specific source. This identifier will be mapped to the source address and traffic in the header dictionary.
• Free Unique Identifier List (FUIList): it is a list that include all none used identifier. The receiver will assign one of these identifiers to the header.
In the receiver side, after receiving the first fragment, the receiver determine whether this fragment is the first fragment or not. If it is the first fragment, the receiver performs the following tasks:
• Adding the header to a simple database called header dictionary.
• Assigning a Link Unique Identifier (LUI) to the sender.
• Removing the assigned LUI from Free Unique Identifier List (FUIList).
• Book a free buffer for the packet's fragments.
Datagram size field informs the receiver about the total buffer size that are needed to save all the packet's fragments. The datagram size field is carried in the first fragment only.
The receiver sends the assigned LUI back to the transmitter. After the transmitter receives the LUI, it will use it to replace the IPv6 header in the second and subsequent fragments. In the destination side, these headers can be inferred from the first fragments' headers which had been kept in the header dictionary. In this case, the headers of the subsequent fragments will be compressed regardless the header of the first fragment is being compressed or not. In addition, this header will be compressed regardless of the compression technique used to compress first fragment's header (in case the first fragment is compressed using other compression scheme).
In order to avoid searching process for unused unique identifier, the FUIList is designed as stack. When the destination node assigns LUI, that identifier will be popped out of the FUIList. On the other hand, when the identifier is freed by the destination, the identifier will be pushed into the FUIList.
Our scheme uses hop-by-hop transmission. It uses stop and wait Automatic repeat request flow control mechanism. After the transmitter sends the fragment n it stop and wait for acknowledgment for fragment n+1. When the transmitter receives an acknowledgment for fragment n+1, it then transmit it. This will avoid carrying the fragmentation and reassembly header since the packet will arrive in sequence. However, this will increase the delay slightly. If the fragment get loss, the fragment is retransmitted for a maximum retransmission time that is specified by the MAC layer. If the acknowledgment for that fragment is not received, the fragment is considered loss. IPv6 fragment hold time has been set to 60 seconds. If the fragment hold time for a specific fragment is expired, the receiver drops all the fragments belong to the same packets from the buffer and the whole packet is considered lost. This will avoid a buffer overflow that may happen if fragments are kept in the buffer for long period of time.
V. PERFORMANCE EVALUATION OF S&SFHC SCHEME The introduced S&SFHC technique can compress both stateful, stateless, link local or global addresses. However, in order to evaluate our compression scheme, we choose to compress the stateless IPv6 address since compressing this address is challenging. It is usually global address with a global prefix. The interface identifier of this address can be configured based on link local address or assigned by a router or a server (stateful or stateless). Fig. 4 shows the scenario that has been used to evaluate S&SFHC scheme. In this scenario, three hosts are generating CBR traffic. Each node generate 100 packets. The size of these packets are increasing by 200 bytes between 200 and 1600 bytes. The following scenario has been implemented using Qualnet simulator. The performance evaluation of S&SFHC scheme has been evaluated based on packet delivery ratio, total charged consumed throughput and average delay. 5 shows the packet delivery ratio. As can be depicted from the figure, S&SFHC scheme achieves higher packet delivery ratio compare to both LOWPAN_IPHC and uncompressed IPv6 header. The S&SFHC scheme compresses the header of the second and subsequent fragments. This results in either sending less header overhead or less number of fragments, especially when the original IPv6 packet is large, compared to LOWPAN_IPHC. Hence, the transmitted packet has lower probability to be collide with other fragments sent by other nodes. As a result, more packets will be assembled by the 2013 Seventh International Conference on Sensing Technology network layer which increase the packet delivery ratio about 20% compared to LOWPAN_IPHC. When the receiver of the packet losses even one of the fragments belong to a specific fragmented packet, the receiver will not be able to reassemble the original IPv6 packet. The receiver holds the fragments for a specific period. This period is called fragment hold time. After the fragment hold time is expired, the receiver will drop other fragments belong to the same packet. It is concluded that packets with higher number of fragments has higher probability to be loss especially in higher traffic as can be noted from the second half of Fig. 5 . Fig. 6 shows the total power consumption for all nodes in the scenario. The S&SFHC scheme has lower power consumption compare to other compression scheme. The reason behind this reduction in power usage occurs because the designed scheme send less overhead compared to LOWPAN_IPHC scheme which conserve the power used to transmit and receive the fragments by 6%. Fig. 7 shows the throughput. As can be noted form the figure, S&SFHC scheme has higher throughput compared to LOWPAN_IPHC compression scheme. S&SFHC send less overhead compare to LOWPAN_IPHC. When the IPv6 original packets size grows larger, the traffic is increasing and hence, the collision as well. This explain the reduction of the throughput for both scheme. However, S&SFHC can achieve more than 26% higher throughput since the overhead carried in second and subsequent fragments is reduced compared to LOWPAN_IPHC. 8 shows the average delay for both compression schemes and uncompressed header. S&SFHC has 6% less average delay compare to LOWPAN_IPHC especially when the number of fragments belong to the same packet are increased. The receiver need to wait for all fragments before it can start reassembling the packet. When S&SFHC and LOWPAN_IPHC fragmentizes a specific IPv6 packet, S&SFHC creates less number of fragments compared to LOWPAN_IPHC. Hence, in LOWPAN_IPHC scheme, the receiver has to wait for more fragments before it can start reassembling the original packet. Hence, LOWPAN_IPHC has higher average delay than S&SFHC. 
VI. CONCLUSION
The main target for wireless embedded internet and internet for smart objects is to achieve efficient connectivity for embedded devices to the internet. This requires the embedded devices to run IPv6 protocol. The 6LoWPAN was introduced to enable IPv6 internet connectivity for WPAN. The IPv6 packet's huge headers size will drastically increase header overhead. This leaves few bytes for actual data transmission. Header compression will increase the data intensity and 2013 Seventh International Conference on Sensing Technology minimize the size of the header. This gives more bytes for actual data transmission. In this paper, S&SFHC scheme had been introduced to compress the second and subsequent fragments' headers. This scheme exploits the correlation between the first fragment's header and the subsequent fragments' headers belong to the same IPv6 packet. The S&SFHC outperforms LOWPAN_IPHC in term of packet delivery ratio, total charged consumed, throughput and average delay. The result shows that S&SFHC can achieve better results when the size of the original IPv6 packet is larger and includes more fragments.
